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smartphones
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Internet of Things (loT), Ambient Intelligence (Aml)

A worldwide system of interconnected intuitive networks that
pay attention to us, knows our likes and desires, and
proactively feeds us the information we need to act (or acts by
itself)...
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Plenty of eyes at the bottom

nature nanotechnology | VOL 2 | APRIL 2007 |

“Nanotechnology will make it easier for
governments and companies to invade the |
privacy of citizens and customers” |

Chris Toumey (USC)

unprecedented surveillance & sensing
capabilities

Surveys have found that “losing personal privacy” is the
public’s biggest fear about nanotechnology

“Does this technology represent the death of privacy

as we know it?”

M. D. Mehta (Univ. of Winnipeg), “On Nano-Panopticism: A Sociological

Perspective” (2002) N'TANI NIN1IYT 'MINN1A 700
2'aX 70 nuronaIX T2 ,N'AI71100




Synthetic Telepathy

"By 2035, an implantable chip could
be wired directly to the user’s

brain..... including mind-to-mind or
telepathic dialogue.” -
(UK MOD think tank) &

Ultimate invasion of privacy?

Or total change of privacy perception?

— if even thinking is not private anymore!
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Oz the Triternet, nobody Lricwws you're a dog. ™

© Peter Steiner, The New Yorker, (\Vol.69, 1993)
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“You nave zero privacy anyway, get over It

--- Scott McNealy,
CEO, Sun Microsystems
1999

N'TANI NIN1Y MINN2'aN NN (KBl [CTAF
2'aX 70 nuronaIX T2 ,N'AI71100




k FIEAL 11D

NN "2 NINYn DXN = NI'09n ho'sh

1771w "Digital Natives" — awnnn T %' |2 |'nan (2001)Pernsky
Digital " n"7x0'a'Tn 020NN 127 V1IVI'RN NIDON N7 19721 &
JINTD N'AI71200 D202 1772 X7 YWX "Immigrants

AN , MY DT LVTN? DT nivw? 0'7a01m orRoarT o
D'9'Tyn "D"7XVATN DANAN" DNNIYY? TN 219'01 NI7'Apn NI70N
STUXY QNN TUY ,N'MU'YIENNITO NTA 'U'N L1009 [9IXA NI'YA NINDY7

N'Y 11y )02 ."TIY N'NNaN NN N2 NIroNo” D a0y 7an mon 2010 axna
VI 12 2172 NI'LI9N NO'ONI NIYNYN 7V AN NIy

AWNRN NI X7 KN D7IV7 DNY'NDR QIYNYT (1IN DY WD 2 NIANINN DR
?0INMm

NNV IX ,NI'0197 N TNT1 NND207 NIYVTIN 101N NN IT NIANINN 7Y MIpPn DRN ©
?N1'019N NO'ON '2'wA

N'TNNI NIN1Y7 MINN'AN ™NN

2'aX 70 nuronaIX T2 ,N'AI71100
I,

; 1_@1@'6

&)




NIFAI71200 7Y [N0"1D 1IX? (I 12 7W NI'VNO9N NO'ON K'N NN =
?NIYUTN

D'T'7'" D11DNN YN 2 "2 NI'0N9N NO'ON] 1YW 07 DXN =
?"D"7x0 AT 0DNANN" 0DNA 0NN 127 "0IRLVAT

W1 2 7YW) 'MI2NN Y 7Y NI'0NSN NO'ONA 1Y D7 DN =
?(nniv ninrmn

N'TANI NINYY MINN'AN 1IN0 flevas
2'2X 7N NV'O0NAMIIX T'7 ,N'AI7IIDV {1521




S A AYITINN

APNRN NTHOIPIN

W NDINRA 0D 190 N2 'N7'AQ W A
NP NXIRP

D'TN?NN NN

"IN DN GIO'N

wwa (16-18 w722 80% -3) 23 — 14 w22 0™12'N 190 ‘M2 *Ta7n 1428 anpa o
NN

385 - v

177 — o

247 — avamnas

261 — a7

222 — AMVOIRS

136 — "no+

D11 44.3% ,n1na 55.7% :nnn

omun 125 anpa apn po
"TID'N D1INI GIO'N
NI'LI9N NO'SNA DMWY 7V NINDO P0+

2NN DDA ,DINN2 0'ham oy hRerr 50 -«
N'TNNI NINYY7 MINN1'1AN 7NN
2'aX 7N NV'ONAMIX T'7 ,N'AI71200




FrROL 1S

NIRXIN

Vi 12 2772 N'TON "o'ON N

'] VIOVI'XT? AN AWNNY? DY NIV WD 22 D% vynd

ANX TN IX (70.2%) DOTha Dpmnn Dn7wn awnn ' pa'wninn 93.6%7
bl

NX'77 DN'AN DI NIYY YAIXT? DU'NYY ' 0IIVI'RA D'Y71A AN 2 NN
(74.9%) DN 9w X'nw 7D nnawn

D'OYN D7IX D'OIN'1 191 NMANT NN D'wnnwn (80.3%) 2ynin 12 2N
JI'0S 7V N1ANT7 NIDINA D'wNnwn

VI 11 |'a ﬂﬁlUP]‘l'? ANI'2A YI9IN 'YXNKN [N NI'MNAN NN
.DNI'V5N NOI'X Wi 117

NI7'Y9D 111 "2 2172 NOON1 VIS NI'MNAN NINYAL 7701 w2 NI7'YON
.0n7w ""v19"N anNa

7N /Minn'™ aamna nrrons ama/7y AN 0om wwn na

N'TNNI NIN1IY? 'MINN1'aN DINN
2'aX 7N NV'ONAMIX T'7 ,N'AI71200




DNI'VION NOON W MY

1-very unimportant/5-very important; total sample
mean

Importance of data protection 4,18

Importance to control the access to

personal cata 4,13

Importance control access to privat

427
realms
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80,0
70,0
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Is your SNS profile public?

10,7

1

76,0

Completely

11,8

___

No ; Partially ; Completely/Partially for
Completely for added

friends

defined group
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In which context is data security/privacy important
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PC/Internet
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Online shopping
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Strangers

Online friends

Offline friends

Old friends/school mates

How many added friends belong to the following
groups? (1-None/5-All); Mean

1,46

1,94

3,19

3,76
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Communicating with friends

Staying in touch with friends far away
Chatting

Other

Searching specific persons

Browsing prafiles

Sharing content

Meeting new people

Working on my online image

Gaming

Meeting new people with seme intrests

Flicting/dating

.50 1,00 1,50 2,00

2,50

3,00

3,50

4,00

4,50
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Advantages making the bracelet interesting ']IWUP'?N Tnx
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Shorter waiting times 86%

Lower entry 86%

Lower prices for drinks 72%

Free drinks 70%

Participatingin a lottery 47%

Other 7%

Advantages are not important 6%
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Importance of Privacy/Data Protection;
Comparison Students - Adults

Importance control access to privat 4,39
realms 4,27

Importance to control the access to 4,30

personal data 13

4
. 4,45
Importance Data protection
4,18
T 1 T T T T

1,0 1,5 2,0 25 30 35 40 45 5,0

B Adults ™ Students
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% of the sample who would ... Total sample Adult control Difference
student survey group adults -
students
.. use the bracelet 61.6% 42.5% -19.1%
.. use the paying method 52.5% 35.4% -15.2%
.. download the software 17.2% 8.3% -9.0%

.. use the medical sensor:
without restrictions 10.8% 3.9% -6.9%

if not implanted 17.7% 2.9% -14.8%

if they decide when tested 0 0 _» 70
and to whom submitted S 36.9% 2.1%

Ccl:lr%-lg out at a place despite 68.2% 88.2% +20.0%
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Statements on the Role of Governments

Citizens' privacy would be endangered b a3
if the state would be allowed to collect “
. . 3,24
and analyze internet traffic
Governmental institutions should have 3,07
access to data pools 2,87
Governmental institutions should have 3,35
right to monitor internet traffic 2,93
I I I I

1,0 1,5 2,0 2,5 30 3,5 40 45 5,0

B Adults M Students
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Importance to control the access to personal
data, Mean

4,55
' 4,39
4,13 I I 4,03 4,02 4,01
T T T I T I T I T

3,87

Total Germany Austria  Finland  Poland  Belgium

Israel

5,00
4,50
4,00
3,50
3,00
2,50
i 2,00
Importance control access to privat realms,
Mean 1,50
5,00 272 1,00
4,50 —4;27 148 4,33 427
4,02
4,00 4 3,74
3,50 -
3,00 -
2,50 +
2,00 -
1,50 -
1,00 - T T T
Total  Germany Austria  Finland Israel Poland  Belgium
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Use of Facebook apps - Countries

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0% T T T | |

Total Israel Finland  Poland  Austria  Belgium Germany
Sample

HYes MNo
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Would you actively oppose if personal interests

are challenged by online corporations? Mean
4,00
3,50
3,00
2,50 _

240 2,06 1,99
2,00 1,84 1,77
1,68 156

1,50
1,00 T T T T T 1

Total Finland Israel Poland Austria  Germany Belgium

N'TNNI NIN1IY? 'MINN1'aN DINN
2'aX 7N NV'ONAMIX T'7 ,N'AI71200




E, FEKAL 11D

VIIVI'NA N'Y'NR NNO'0 NV'ONA DTN

['"an 26.6% 71 T271'92 :INX DTX7 XN0'0N N1'N17 WXL NI'TAN ['2 D'7ITA 0'7TAN DIY!
7XIY'1 N'A712 Wi 1127 NXIYNA INX DTX7 XN0'0N NX 12N1 12'WNY WIIN 12
(Nnxnna 66% -1 66.8%)

Have you given a password to another person -
Subgroup Countries

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

Total Israel Belgium Germany  Poland Austria Finland
Sample

B Yes HNo
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Use of online communication tools

100% '

90% |

80%

70%

60%

50%

40%

30%

20%

10%

0%

SNS E-Mail M Music/video Blogs/podcasts Homepage Chat rooms
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